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Summary 

Improvised Explosives Devices (IED) have long been, and remain, the weapon of choice 

for terrorists and insurgents due to the ease of their manufacture, employment, and 

destructive potential, as shown by the attacks that have occurred around the world in the 

past few months. 

Driving the increased threat is the amount of terrorist propaganda material available on the 

internet and on the social media, which include instructions and ñrecipesò to manufacture 

IEDs and provide tactical advice on how to deploy them. 

Since 1970 there have been manuals and books about the bomb-making, produced by 

controversial individuals at that time who wanted to give their support to anti-government 

movements. Some of todayôs IED manuals descend directly from those bomb-making 

ñrecipesò, even if they have had ideological arguments added to them with the aim of 

mobilizing fighters all over the world. 

The result is that today anyone can perpetrate quite a sophisticated attack and even 

people with no practical experience can manufacture an IED in their kitchen, whereas 

previously anyone who wanted to fight had go to a terrorist training camp, exposing 

himself to the danger of being detected by police and security forces. 

This report provides a general overview of the IED threat, analyzing what IEDs are and 

how they are made. Further, in the report, the evolution of IEDs has been analyzed from 

two different points of view:  

- Using the data reported by the Global Terrorism Database from 1970 to 2017, a 

statistical analysis has been undertaken to highlight the peculiarities of the threat 

related to the IEDs;   

- An in-depth study on the propaganda materials has been created to analyze in 

detail the technical instructions on bomb-making provided by the available manuals.  

 

 

 

 

 

 

 

 

 



What is an Improvised Explosive Device 

The NATO glossary defines an Improvised Explosive Device (IED) as: ñA device placed or 

fabricated in an improvised manner incorporating destructive, lethal, noxious, pyrotechnic 

or incendiary chemicals and designed to destroy, incapacitate, harass or distractò, 

specifying, ñIt may incorporate military stores, but is normally devised from non-military 

componentsò. 

Typically, IEDs have four key components: a main charge of explosives, a detonator, a 

power source, and a switching mechanism (Fig.1). 

 

Fig. 1 Typical structure of an Improvised Explosive Device 

The switching mechanism and the power source may be joined or separated components, 

depending on the case: 

- in the case of remote-activated IEDs, the switching mechanism usually includes the 

power source, and is made with cell phones, alarm clocks, or motion sensors; 

- in the case of suicide IEDs, the switching mechanism is usually made with a manual 

switch and a separate battery pack acting as the power source. 

The detonator is made with a small amount of primary or initiating explosives (Lead Azide, 

Picric Acid, Acetone Peroxide, etc.) and it may be of different types. 

The choice of the detonator depends on several factors, such as the main charge and the 

chosen switching mechanism.  

The different types of detonators mostly used in the construction of IEDs include: 

- conventional mechanical detonators; 

- conventional electrical detonators; 

- improvised mechanical detonators; 

- improvised electrical detonators. 

There are little differences between conventional and improvised detonators, since they 

may differ in packaging, but the components remain the same. 



The main charge can be made of: 

- military explosives: designed, produced, and used primarily for military offensive or 

defensive operations. A few examples of military explosives are HMX1 and RDX2; 

- commercial explosives: designed, produced, and used for commercial or industrial 

applications, such as demolition and mining. A few examples of commercial 

explosives are TNT3 and ANFO4; 

- homemade explosives (HME): combinations of commercially available ingredients, 

technically known as ñexplosives precursorsò, combined to create explosive 

substances. An example of homemade explosives is triacetone triperoxide (TATP)5, 

notwithstanding many commercial and military explosives can also be ñmade at 

homeò. 

If possible, the terrorists prefer to use military or commercial explosives because the 

homemade explosive mixes are highly unpredictable. Friction, impact, static electricity and 

heat can all cause them to explode, killing or wounding the maker. 

However, HME are more likely to be used by the terrorists to design and produce IEDs 

because it is relatively easy to acquire large quantities of explosive precursors, since they 

are common consumer goods, like cleaning products, fertilizers, and paint removers. 

HMEs can be produced in two different ways: 

- blending is the simplest form of manufacture since it requires only physically mixing 

the precursor chemicals, with at least an oxidizer and a fuel (Tab.1); 

- cooking is a more complicated form of manufacture since it requires some chemical 

reactions between precursors to form an explosive material (Tab. 2). 

 

                                                           
1 HMX, also called octogen, is a powerful and relatively insensitive nitroamine high explosive. The molecular 

structure of HMX consists of an eight-membered ring of alternating carbon and nitrogen atoms, with a nitro 

group attached to each nitrogen atom. 
2 RDX is an organic compound with the formula (O2NNCH2)3, widely used as an explosive. A more energetic 

explosive than TNT, it was used widely in World War II and remains common in military applications. It is 

often used in mixtures with other explosives and plasticizers; it is the explosive agent in C-4 plastic 

explosive. RDX is stable in storage and is considered one of the most energetic and brisant of the military 

high explosives. 
3 Trinitrotoluene (TNT) is a chemical compound with the formula C6H2(NO2)3CH3. It is one of the most 

commonly used explosives for military, industrial, and mining applications. 
4 ANFO (or AN/FO, for ammonium nitrate/fuel oil) is a widely used bulk industrial explosive. It consists of 

porous prilled ammonium nitrate (NH4NO3) (AN), which acts as the oxidizer and absorbent for the fuel, and 

fuel oil (FO). 
5 Triacetone triperoxide (TATP) or tri-cyclic acetone peroxide (TCAP) is the trimer of Acetone Peroxide 

(APEX) and is an organic peroxide and a primary high explosive, produced by the reaction of acetone and 

hydrogen peroxide. 



 

Oxidizers  Fuels 

Chlorate Salts (Na+/K+) 
 Organic Materials Food Products 
 Diesel Artificial Creamer 

Hydrogen Peroxide, Concentrated (CHP) 
 Kerosene Black Pepper 
 Mineral Oil Black Seed 

Hypochlorite Salts (Ca2+/Na+) 
 Motor Oil Cinnamon 
 Sawdust Cocoa 

Metal Peroxides (Ba2+/Na+) 
 Vaseline Cumin 
  Flour 

Nitrate Salts (Ca2+/Na+/K+/NH4
+/Ca2+NH4

+) 
 Inorganic Materials Honey 
 Aluminum, Powder/Paste Icing Sugar 

Nitrite Salts (Na+/K+) 
 Antimony Trisulfide Powdered Drink Mix 
 Charcoal  

Perchlorate Salts (Na+/ NH4
+/K+) 

 Magnalium Powder Energetic Organic Compounds 
 Magnesium Powder Nitrobenzene 

Perchloric Acid 
 Red Phosphorous Nitromethane 
 Sulfur  

Potassium Permanganate 
 Titanium Powder  
 Zinc Powder  

Tab. 1 List of chemical precursors used to produce blended HMEs 

 

Acetone Strong Acids 

Aspirine Sulfuric Acid 

Erythritol 

Ethylene Glycol Hydrochloric Acid 

Glycerol 

Hexamine Nitric Acid 

Hydrazine 

Hydrogen Peroxide, Dilute Weak Acid 

Mannitol Citric Acid 

Methanol 

MEK Acetic Acid 

Phenol 

Sodium Azide Ascorbic Acid 

UAN Solution 

Tab. 2 List of chemical precursors used to produce cooked HMEs 

 

ANFO and flash powder are examples of blended mixtures, while TATP, urea nitrate, and ethylene 

glycol dinitrate (EGDN) are examples of cooked HMEs. 



Trends in the use of the Improvised Explosive Devices 

The use of IEDs against an enemy has been known and practiced since the late 

nineteenth century. It is, however, in the second half of the twentieth century that IEDs 

became most widely used. 

Focusing on the years from 1970 to 2017, using data from the Global Terrorism Database, 

the IED threat has been analyzed in relationship with the trends in terrorism. 

To simplify the analysis, based on the terrorism studies, terrorism as a phenomenon in the 

period from 1970 to 2017 can be divided into five phases: 

- 1970 to 1978 was a period characterized by the typical activities of organizations 

such as the Palestine Liberation Organization/Al-Fatah, the Popular Front for the 

Liberation of Palestine, the Red Brigades and other organizations that had political 

purposes. 

- 1979 to 1990 were years of profound political changes for Middle Eastern countries, 

characterized by the flourishing of jihadist organizations dedicated to the imposition 

of sharia in their respective countries. 

- 1991 to 2001 was the period in which Al-Qaeda emerged among the jihadist 

organizations with multiple attacks against the United States. 

- 2002 to 2013 was a period characterized by the wars in Afghanistan and Iraq and 

the destabilization of various states rocked by popular rebellions, expanding the 

geographical area for the decentralization and the widening of Al-Qaeda. 

- 2014 to 2017 was an unprecedented moment, characterized by the rise of the 

Islamic State, spreading new forms of jihadist propaganda. 



The IED threat between 1970 and 1978 

Referring to the period from 1970 to 1978, the Global Terrorism Database reports 7,252 

events, of which 3,262 are associated with the use of explosives (Fig. 2). 

 
Fig. 2 Pie chart of the terrorist attacks reported from 1970 to 1978 classified by type 

The events related to the use of explosives are mostly concentrated in Western Europe 

(1,426), North America (930), Middle East & North Africa (405), and South America (272) 

(Fig. 3).  

 
Fig. 3 Pie chart of the explosive attacks reported from 1970 to 1978 classified by region 



In the same period, the most affected countries were the United States (883), United 

Kingdom (383), Italy (319), Spain (261), and Turkey (257) (Fig. 4). 

 
Fig. 4 Pie chart of the explosive attacks reported from 1970 to 1978 classified by country 

The explosive attacks between 1970 and 1978 were mostly perpetrated by the Irish 

Republican Army (IRA) (281), Fuerzas Armadas de Liberacion Nacional (FALN) (91), 

Euskadi Ta Askatasuna (ETA) (90), New World Liberation Front (NWLF) (78), Fighters for 

the Liberation of the Turkish People (47), and Ulster Volunteer Force (UVF) (46). 

 
Fig. 5 World heatmap of the explosive attacks reported from 1970 to 1978 



The IED threat between 1979 and 1990 

Referring to the period from 1979 to 1990, the Global Terrorism Database reports 37,655 

events of which 16,926 are associated with the use of explosives (Fig. 6). 

 
Fig. 6 Pie chart of the terrorist attacks reported from 1979 to 1990 classified by type 

The events related to the use of explosives are mostly concentrated in South America 

(5.391), Western Europe (3.543), Central America & Caribbean (2.588), and Middle East & 

North Africa (1.921) (Fig. 7).  

 
Fig. 7 Pie chart of the explosive attacks reported from 1979 to 1990 classified by region 



In the same period, the most affected countries were Peru (2,398), El Salvador (1,773), 

Chile (1,495), Spain (1,044), and Colombia (963) (Fig. 8). 

 
Fig. 8 Pie chart of the explosive attacks reported from 1979 to 1990 classified by country 

The explosive attacks between 1979 and 1990 were mostly perpetrated by the Sendero 

Luminoso (SL) (1,699), Farabundo Marti National Liberation Front (FMLN) (1,191), 

Euskadi Ta Askatasuna (ETA) (702), Irish Republican Army (IRA) (613), Manuel 

Rodriguez Patriotic Front (FPMR) (611), and African National Congress (ANC) (393). 

 
Fig. 9 World heatmap of the explosive attacks reported from 1979 to 1990 


